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(54) Semiconductor device having a protective wiring layer 

(57) A semiconductor device includes a semicon- 
ductor chip, a protective wiring layer, and an abnormal- 
ity detector. At least one of integrated circuits is formed 
on the semiconductor chip. The protective wiring layer is 
formed to be spread on the integrated circuit at a very 
small interval, and made of a conductive light-shielding 
material. The protective wiring layer is applied with a 
power supply voltage upon operating the integrated cir- 
cuit. The abnormality detector monitors the voltage 
applied to the protective wiring layer and outputs an 
abnormality detection signal when the monitored volt- 
age is an abnormal voltage. 
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Description 

Background of the Invention 

The present invention relates to a semiconductor s 
device constituted by a semiconductor chip having a 
protective wiring layer on an integrated circuit 

In recent years, electrically erasable programmable 
read only memories (EEPROMs) are being used as 
external memory devices in portable computers giving 
importance to communication functions. 

A basic cell of a conventional EEPROM has a struc- 
ture shown in Fig. 4. Referring to Fig. 4, a source 303 
and a drain 304 are formed at a predetermined interval 
in a region defined by a field oxide film 302 on a p-type 
semiconductor substrate 301. A floating gate 306 elec- 
trically insulated from surroundings is formed through a 
gate insulating film 305 on the semiconductor substrate 
301 and the drain 304 between the source 303 and the 
drain 304. A control gate 308 is formed on the floating 
gate 306 through an insulating film 307. The floating 
gate 306 and the control gate 308 are made of heavily 
doped polysilfcon. Reference numeral 309 denotes an 
insulating film formed on the field oxide film 302 and the 
control gate 308. 

In the above structure, part of the gate insulating 
film 305 between the floating gate 306 and the drain 304 
is formed as thin as about 10 nm. In a data erase, when 
the control gate 308 is applied with a positive voltage 
much higher than a voltage to the drain 304, electrons 
enter the floating gate 306 from the drain 304. In a data 
write, by changing the polarity of the voltage applied to 
the control gate 108, the electrons within the floating 
gate 306 are removed to the drain 304. The electron 
flow passes through the thin gate insulating film 305 by 
a tunnel phenomenon. 

When the floating gate 306 contains no electron, 
the transistor is turned on; when the floating gate 306 
contains many electrons, a channel is hardly induced 
between the source 303 and the drain 304 by negative 
charges of electrons within the floating gate 306, and 
the transistor is not turned on. The two, ON and OFF 
states of the transistor correspond to data "0" and "1", 
respectively. 

As described above, the EEPROM is advantageous 
in that data can be electrically written/erased in/from 
individual memory cells. However, data stored in the 
EEPROM is naturally erased by irradiation of ultraviolet . 
rays. 

For this reason, as disclosed |n Japanese Utility 
Model Laid-Open No. 5-38915, a light^shielding film is 
conventionally formed on an EEPROM cell to shield the 
entrance of ultraviolet rays which causes a data erase. 
Fig. 5 shows a semiconductor chip having such a light- 
shielding film. An ultraviolet-shielding layer 403 is ss 
formed every memory cell in the region of an EEPROM 
402 on a semiconductor chip 401 on which an inte- 
grated circuit is formed. 



In the conventional semiconductor device, the ultra- 
violet-shielding layer 403 is only formed in the region of 
the EEPROM 402. If the ultraviolet-shielding layer 403 
is damaged due to any reason, the damage to the layer 
403 is not recognized until it is externally observed. 
Accordingly, the reliability of stored data cannot be 
assured. 

More specifically, if the ultraviolet-shielding layer 
403 is damaged, an EEPROM cell is irradiated with 
ultraviolet rays through this damaged region to damage 
the stored data. The damage to the ultraviolet-shielding 
layer 403 can be recognized by externally observing the 
semiconductor chip having an integrated circuit made 
up of the EEPROM 402. When, however, the semicon- 
ductor chip is incorporated in a data communication 
device or the like, the state off the EEPROM 402 cannot 
be always externally observed. 

In this case, even if the ultraviolet-shielding layer is 
damaged, and thus the data is damaged, this state can- 
not be detected, and information processing is per- 
formed using abnormal data. 

Since the ultraviolet-shielding layer 403 is formed 
on a word line or the like, the damage to the ultraviolet- 
shielding layer 403 may lead to damage or disconnec- 
tion of an upper wiring layer constituting the EEPROM 
402. Also in this case, the damage cannot be detected, 
and the device may malfunction owing to a defective 
semiconductor chip. 

Summary of the Invention 

It is an object of the present invention to provide a 
semiconductor device capable of detecting the pres- 
ence/absence of damage to a light-shielding layer 
formed on a semiconductor chip. 

In order to achieve the above object, according to 
the present invention, there is provided a semiconductor 
device comprising a semiconductor chip on which at 
least one integrated circuit is formed, a protective wiring 
layer formed to be spread on the integrated circuit at a 
very small interval, and made of a conductive light- 
shielding material, the protective wiring layer being 
applied with a power supply voltage upon operating the 
integrated circuit and abnormality detecting means for 
monitoring the voltage applied to the protective wiring 
layer and outputting an abnormality detection signal 
when the monitored voltage is an abnormal voltage. 

Brief Description of the Drawings 

Fig. 1 A is a view schematically showing a semicon- 
ductor device according to an eriibodiment of the 
present invention; 

Fig. 1B is a sectional view of the main .part of an 
. EEPROM shown in Fig. 1A; 

Fig. 2 is a circuit diagram of a fault detector and a 

fault state memory unit shown in Fig. 1A; 

Figs. 3 A and 3B are plan views each showing 
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another example of a protective wiring layer; 
Fig. 4 is a sectional view showing part of a conven- 
tional EEP ROM cell; and 

Fig. 5 is a plan view of a semiconductor chip show- 
ing the state wherein a light-shielding film is formed 
on a conventional EEPROM. 

Description of the Preferred Embodiments 

The present invention will be described in detail 
below with reference to the accompanying drawings. 

Fig. 1A schematically shows a semiconductor 
device according to an embodiment of the present 
invention. Referring to Fig. 1A, an EEP ROM 2 and a 
random circuit 3 are formed as integrated circuits on a 
semiconductor chip 1. Conductive light-shielding pro- 
tective wiring (ayers 4a and 4b made of Al are respec- 
tively formed on the EEP ROM 2 and the random circuit 
3. The material constituting the protective wiring layers 
4a and 4b is not limited to Al, and another conductive 
light-shielding metal material such as Cu or Ti may also 
* be used. 

One end of each of the protective wiring layers 4a 
and 4b is connected to a power supply VDD, and the 
other end is connected to ground 6 through a corre- 
sponding one of resistors 5a and 5b. The protective wir- 
ing layers 4a and 4b have predetermined widths and are 
formed on the EEPROM 2 and the random circuit 3 
such that adjacent wires are spread in a zigzag shape at 
a very small interval without contacting each other, that 
is, the protective wiring layers 4a and 4b function as 
light-shielding films covering predetermined regions 
corresponding to the EEPROM 2 and the random circuit 
3. This structure prevents light from entering a portion 
below the covered region. 

A fault detector 7 is connected to the protective wir- 
ing layers 4a and 4b between the EEPROM 2 and the 
resistor 5a and between the random circuit 3 and the 
resistor 5b. A fault state memory unit 8 is connected to 
the fault detector 7 to store an output from the fault 
detector 7. 

Fig. 1 B shows the main part of the EEPROM 2 in 
Fig. 1A. Referring to Fig. 1B, a source 103 and a drain 
104 are formed at a predetermined interval in a region 
defined by a field oxide film 102 on a p-type semicon- 
ductor substrate , 101. A floating gate 106 electrically 
insulated from surroundings is formed through a gate 
insulating film 105 on the semiconductor substrate and 
the drain between the source 103 and the drain 104. A 
control gate 108 is formed on the floating gate 106 and 
the field oxide film 102 through an insulating Jilm 107. 

The floating gate 106 and the control gate 108 are 
made of heavily doped polysilicon. The protective wiring 
layer 4a shown in Fig. 1 B is formed on the semiconduc- 
tor substrate 101 including the control electrode 108 
through interlevel insulating films 1 09 and 1 1 0. The pro- 
tective wiring layer 4a is formed to have a small interval 
determined by the interlevel insulating fiim 1 10 so as to 



prevent adjacent interconnections from contacting each 
other. 

In the above structure; part of the gate insulating 
film 1 05 between the floating gate 106 and the drain 104 
s is formed as thin as about 10 nm. In a data erase/when 
the control gate 108 is applied with a positive voltage 
much higher than a voltage to the drain 104, electrons 
enter the floating gate 106 from the drain 104 in the 
region of the thin gate insulating film 105. In .a data 
10 write, by changing the polarity of the voltage applied to 
the control gate 108, the- electrons within the floating 
gate 106 are removed to the drain 104. 

During the operation of the semiconductor device, a 
power supply voltage VDD is kept applied to the protec- 
is tive wiring layers 4a and 4b. and the potentials of the 
protective wiring layers 4a and 4b are kept at potentials 
(normal potentials) defined by the resistors 5a and 5b. 
When the light-shielding film is damaged, i.e., the pro- 
tective wiring layer 4a is disconnected, the potential 
20 between the disconnected portion of the protective wir- 
ing layer 4a and the resistor 5a changes to an abnormal 
potential different from the normal potential. Similarly, 
when the protective wiring layer 4b is disconnected, the 
potential between the disconnected portion of the pro- 
25 tective wiring layer 4b and the resistor 5b changes to an 
abnormal potential different from the normal potential. 

The fault detector 7 monitors the potential on one 
end side of each of the . resistors 5a and 5b, and upon 
detecting the abnormal potential at even one end side, 
30 outputs an fault (abnormality) detection signal. The fault 
detection signal output from this fault detector 7 is stored 
in the fault state memory unit 8. 

According to this embodiment, the protective wiring 
layers 4a and 4b protect the EEPROM 2 and the ran- 
35 dom circuit 3 from irradiation of light (ultraviolet rays). 
Therefore, in, e.g., the EEPROM 2, stored data can be 
protected from being erased by irradiation of light (ultra- 
. violet rays)^ 

In addition, it can be detected without externaliy : 

40 observing the semiconductor device that the protective 
wiring layer 4a or 4b is damaged, and an abnormality 
has occurred in stored data by irradiation of light 
through the damaged portion. That is, if the protective 
wiring layer 4a or 4b is damaged, a fault detection signal 

45 is output from the fault detector 7 and stored in the fault 
state memory unit 8. By checking the memory contents 
of the fault state memory unit 8, an abnormality in 
stored data can be detected. 

Fig. 2 shows the fault detector 7 and the fault state 

so. memory unit 8.- 

Referring to Fig. 2, the fault detector 7 is constituted 
by inverters 71 and 72 for respectively inverting input 
signals from the protective wiring layers 4a and 4b, and 
an OR circuit 73 for ORingf outputs from the inverters 71 

55 and 72. The fault state memory unit 8 is constituted by a 
flip-flop 81. 

In this arrangement, if the protective wiring layers 
4a and 4b are not disconnected, the OR circuit 73 
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receives two V-level ihjputs. Accordingly, the OR circuit 
73 outputs an "L"-level signal, and the flip-flop 81 holds 
the "L^-level signal. To the contrary, if either of the pro- 
tective wiring layers 4a and 4b is disconnected, either of 
two inputs to the OR circuit 73 changes to "H" level. 
Then, the OR circuit 73 outputs an "HMevel signal, and 
the flip-flop 81 holds the "H"-level signal. 

Whether an output from the flip-flop 81 is at "L" or 
"IT level is checked, and If it is at "H" level, a data abnor- 
mality is confirmed to be generated in the semiconduc- 
tor device in Fig. 1A. 

The semiconductor device in Fig. 1A may be 
formed not. to operate when the output from the flip-flop 
81 is at "H" level. Alternatively, as shown in Fig. 2, a 
reset circuit 9 may be connected to the output stage of 
the flip-flop 81, and the semiconductor device in Fig: 1 A 
may be initialized when the output from the flip-flop is at 
"H" level. That is, upon detection of a data abnormality 
in the semiconductor device, the use of the defective 
semiconductor device is disabled. With this arrange- 
ment, a device incorporating the defective semiconduc- 
tor device can be prevented from malfunctioning. 

The above embodiment has exemplified the case 
wherein the protective wiring layer constituting the light- 
shielding film is formed in a zigzag shape. The present 
invention is not limited to this, and a protective wiring 
layer 201 may be formed into a rectangular spiral shape, 
as shown in Fig. 3A. In this case, to connect one end of 
the protective wiring layer 201 to the power supply, and 
the other end to the fault detector, the other end 202 of 
the protective wiring layer must be extracted from the 
central portion of the protective wiring layer 201 through 
an insulating film. 

As shown in Fig. 3B, a protective wiring layer 203 
may be formed in a lattice or reticulate shape with a 
structure of two wiring layers in directions perpendicular 
to each other. In this case, The protective wiring layer 
203 is obtained by connecting, through a contact 203c, 
a lower protective wiring layer 203a and a protective wir- 
ing layer 203b formed above the lower protective wiring 
layer 203a through an insulating film. The protective wir- 
ing layer 203 can further improve light-shielding proper- 
ties. 

As has been described above, according to the 
present invention, since the protective wiring layer hav- 
ing light-shielding properties is spread at a very small 
interval in a predetermined region on a semiconductor 
chip, the state wherein a data abnormality has occurred 
by irradiation of light on the integrated circuit owing to 
the damage to the protective wiring layer can be electri- 
cally detected. 

Claims 
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A semiconductor device characterized by compris- 
ing: 

a semiconductor chip (1) on which at least one 



integrated circuit (2, 3) is formed; 
a protective wiring layer (4a, 4B, 203, 203) 
formed to be spread on said integrated circuit 
at a very small interval, and made of a conduc- 
tive light-shielding material, said protective wir- 
ing layer being applied with a power supply 
voltage upon operating said integrated circuit; 
and 

abnormality detecting means (7) for monitoring 
the voltage applied to said protective wiring 
layer and outputting an abnormality detection 
signal when the monitored voltage is an abnor- 
mal voltage. 



15 2. A device according to claim 1, further comprising: 

fault state memory means (8) for holding the 
abnormality detection signal output from said 
abnormality detecting means and storing a 
so , fault state of said integrated circuit. 

3. A device according to claim 1 , further comprising: 

reset means (9) for stopping an abnormal oper- 
25 ation of said integrated circuit in accordance 

with the abnormality detection signal output 
from said abnormality detecting means. 

4. A device according to claim 1 , wherein said protec- 
tive wiring layer formed on said integrated circuit 
has one end connected to a power supply and the 
other end grounded through a resistor, and 

said abnormality detecting means monitors a 
voltage at a connection point between the other 
end of said protective wiring layer and said 
resistor. 

A device according to claim 1, wherein said protec- 
tive wiring layer is formed into a zigzag shape on 
said integrated circuit, and 

zigzag portions of said protective wiring layer 
are electrically insulated by a small-width insu- 
lating film. 



30 



35 



40 



45 



50 



55 



6. A device according to claim 1, wherein said protec- 
tive wiring layer is formed into a spiral shape on 
said integrated circuit, and 

spiral portions of said protective wiring layer 
are electrically insulated by a small-width insu- 
lating film. 

7. A device according to claim 1 , wherein said protec- 
tive wiring layer comprises: 

a lower protective wiring layer (203a) formed 
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ipto a zigzag shape in one direction; and 
an upper protective wiring layer (203b) formed 
into a zigzag shape in a direction perpendicular 
to said lower protective wiring layer, and electri- 
cally connected to .said lower protective wiring s 
Jayer through a contact (203c), 
zigzag portions of said lower* protective wiring 
layer and zigzag portions of said upper protec- 
tive wiring layer being electrically insulated by 
small-width insulating films, and 10 
said lower and upper protective wiring layers 
being electrically insulated by an insulating 
film. 

A device according to claim 1, wherein said inte- 15 
grated circuit is constituted by an electrically erasa- 
ble programmable read only memory. 



20 



25 



30 



35 



40 



50 



.55 



5 



EP 0 874 401 A2 



VDD 



VDD 



I 

4b 



4a 

1 



Mr 



5b 



1 



7 



8 



FAULT 




FAULT STATE 


DETECTOR 




MEMORY UNIT 



5a 



A/tv 



F I G. 1 A 



— f ^ 


>c ■ ■ w 


K/ 








v \ 



101 



103 105 104 106 



F I G. 1 B 



/ EP 0 874 401 A2 

4 • - 



I 




EP 0 874 401 A2 




S VDD 



FIG.3A 



203c 



;i "1j !i If" 

i ! 0 H ! i !l " i ll i? 




I II lL-jl 1! It ll it. 



F I G. 3 B 



8 



't EP 0 874 401 A2 




303 305 304 306 

FIG.4 
PRIOR ART 



i 



401 




F I G. 5 
PRIOR ART 



9 



3 



THIS PAGE BLANK (USpto) 



s 



